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Figure 31: Constraint automata for the BPMN compensation pair structure

5. Augmenting Process Behavioral Models with Data Do-
mains

In this section we introduce data domains as a mean for refining external behaviour specifica-
tion of processes and services. Data domains can also be used to integrate specifications com-
ing from other compliance properties with the behavioural specification in order to discover
and handle possible interaction between those specifications. One example is the interaction
between the behaviour specification and access control specification on the service’s opera-
tions [MOP+06].

In the following of this section, we concentrate in interactions between two parties expressed
as a sequence of XML messages, each message coming with a time information (the time at
which the message was send) and a direction expressing which side it came from.

Definition (Conversation): 4 conversation is a sequence Error! Objects cannot be created
from editing field codes. where m; is an XML message, t; is a timestamp, and the arrows ex-
press the direction of the message where <» stands for either — or «—. The symetrical conver-
sation of a conversation c is ¢ where < and — have been inverted.

5.1. Data domains

A data domain consists in possible specifications on messages, possible instance values asso-
ciated to actual messages and corresponding to some specifications and functions used to ex-
press which instance value matches which specification and how to associate these values to
messages in a conversation. For example, message specifications can be XML schemas, ac-
cess control policies or constraints on values in messages.

Definition (Data domain): A data domain is a tuple Error! Objects cannot be created
from editing field codes. where Error! Objects cannot be created from editing field
codes.is a partially ordered set of specification values, I is a set of instance values, f;: Error!
Objects cannot be created from editing field codes. is an instantiation morphism and f,:
Error! Objects cannot be created from editing field codes. is function annotating the last
message of a timed message sequence with an instance value.
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5.1.1. Examples of data domains

XML Schema specification: The set of specification values (V:<y) is the set of XML Sche-
mas, ordered by semantic inclusion [FCB02]: a schema S1 is smaller than or equals to a
schema S2 if every XML document valid w.r.t. S1 is also valid w.r.t. S2. The set / of instance
values is the set of XML documents. f; associates to each schema the set of all XML docu-

ments which are valid w.r.t. the given schema. £, associates to ( - (72,,£,,¢>) the message m,,
itself.

Message meaning: Ontology concepts can be associated to messages in WSDL by the way of

e.g. [SAWSDL]. The set of specification values (V:<)) is a set of concepts defined in the on-
tology describing the meaning of operations and ordered by concept inclusion. Instance val-
ues are also the concepts of this ontology and f; associates to each concept the set of all con-

cepts that are subsumed by this one. £, associates to (. (m,1,,©) the concept associated to
my, by the SAWSDL definitions.

Values in messages: Specification values are constraints on the value of certain parts of mes-
sages. The constrained parts could be identified by e.g. an XPath expression. The constraints
could be equality constraints, type constraints, ... Instance values are XML documents and f;
associates to each constant the set of documents for which the constraint evaluates to true. f,

associates to ( - (/2,,2,,4) the message m,, itself.

Access control: We consider a policy language for describing access control on input mes-
sages and attributes used by the policies to determine whether access is granted. The set of

specification values (V<)) is the set of policies. A policy is smaller than another one if it is
more restrictive. Instance values are tuples of values of attributes and f; associates to each pol-
icy the set of tuples such that access is granded by the policy for the values of the tuple. This
example can be instantiated as follows. The policy language can be an ontology of creden-
tials, concepts being (set of) credential specifications and objects being sets of credentials.

The set of specification values (V<)) is the set of concepts of the ontology ordered by con-
cept inclusion. Instances are sets of actual credentials and the instantiation function is given
by the ontology. We assume that for each credential and each message that if the credential
appears in the message, then there is a specification of where the credential is in the message.
This can be achieved for example by annotating the XML schema of messages. f, associates
to Error! Objects cannot be created from editing field codes. the set of all credentials that
appear in message of the form Error! Objects cannot be created from editing field codes.
in the conversation. Error! Objects cannot be created from editing field codes. conversa-
tions are treated in a similar way, using messages of the form Error! Objects cannot be
created from editing field codes..

Composite domains: different data domains can be used together using cartesian product op-
erations for combining them. Thus two data domains Error! Objects cannot be created
from editing field codes. and Error! Objects cannot be created from editing field codes.
specifications can be combined into Error! Objects cannot be created from editing field
codes. ordered by the product order, Error! Objects cannot be created from editing field
codes., Error! Objects cannot be created from editing field codes. and Error! Objects
cannot be created from editing field codes..
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5.2. Conversation models with data domains

5.2.1. Business Protocols

A business protocol [BCT04] is an automata where transitions are annotated by input or out-
put messages names, or timeouts. A business protocol therefore expresses sets of timed mes-
sage sequences that are accepted by the service. Such protocols can be extracted from other
behavioural models such as UML sequence diagrams, BPEL processes. Moreover the formal-
ism of business protocols is a special case of constraint automata, which make it easy to inte-
grate this model in the general behavioural model of WP3.

We propose to extend such business protocols using the data domains previously introduced.
A transition then corresponds to a message name with a specification value or to a timeout.
One can remark that the message name used in business protocols is just another kind of data
domain: specification values are message names, and instance values are messages as XML
documents. Since composite data domains can be used to combine data domains, message
transition can therefore be annotated with just a specification and a input/output indication
without loss of generality, which results into the following definition for extended business
protocols:

Definition (Extended Business Protocols): An extended business protocol is a tuple Error!
Objects cannot be created from editing field codes., where S is a set of states; s is the ini-
tial state; F'is a set of final states; T; is a set of timeout transitions of the form (s;s;+1,t) where
s; and s;+; are states an t is a duration; and T, is a set of message transitions of the form
(si,8:i+1,5p,pol) where s; and siy; are states, sp is a specification value and pol is either + for
input messages or — for output messages. Moreover an extended business protocol satisfies
the following conditions: there is at most one timeout transition originating from a given state
and it is not ambiguous, i.e. if two message transitions are originating from the same state,
the instantiation of their specification is disjoint.

The following example shows a business protocol expressing the interactions between the
bank and the user extracted from Figure 29 from the bank’s perspective, augmented with a
timeout transition from state S; and a subsequent transition CloseSession. This protocol could
be extended with schema information extrcated from the WSDL and credential annotation on
the AccountNo&password transition and access control policy on the DisplayAccount transi-
tion.

RegAccountNo&password(-)

\QSO 81 - : 5 s
Displayindexpage(-) m Linkonlinebank(+) mDisplayonlinebank(-) AccountNo&password(+) .
DisplyAccount(-) Q: :

~
N Ss Sy
N
~
N
N

t \\G CloseSession(-) @

Figure 32: Business protocol for the on-line banking scenario augmented with a timeout transi-
tion state

In the rest of this report we will use the term business protocol instead of extended business
protocol. While using timeouts in this definition is convenient for design purposes, it is not
easy to work with from the analysis point of view. Therefore we define timed business proto-

File: D3.1_Specification of a behavioural model for services.doc Page 43 of 59



FP7-215175 COMPAS D3.1v2.0

cols where timeout transitions are replaced with constraints on message transitions, resulting
in the following definition:

Definition (Timed Business Protocols): 4 timed business protocol is a tuple Error! Objects
cannot be created from editing field codes., where S is a set of states; sy is the initial state;
F is a set of final states;, and T,, is a set of message transitions of the form (s;si+1,5p,ti,pol)
where s; and s;+; are states, sp is a specification value, ti is a time interval and pol is either +
for input messages or — for output messages.

Given an extended business protocol, it is possible to obtain an equivalent timed business pro-
tocol by applying the following transformation: first, for each message transition
(si,8i+1,5p,pol), if there is a timeout transition (s;,,5:+2,¢) then the transition is transformed into
(s, 8i+1,5p,[0,t],pol), else it is transformed into the transition (s;s:+7,5p,[/0,o0/,pol). Then for
each path of timeout transitions (s;,Si:5,%) (Si+5,Si+2,ti+1)... (SwSk+1,tr), for each transition
(Sk+1,5k+2,8p,[0,t],pol) added in the first step, add a transition (s,Sk+2,8p,[tit... T,
tit...+t+t],pol).

The following diagram shows the timed business protocol corresponding to the previous ex-
ample:

reqAccountNo&password(-),[0,00]

SOD‘ layind 0,00 S Linkonlinebank(+),[0,00[ S Displayonlinebank(-),[0 oc[s3 Ss Se
isplayindexpage(-),[ >h s h 51U, ccountNo&password(+),[0,t[ disp]yAccount(-),[O’wEQ

N N ] N

S

CloseSession(-),[t,o0]

Figure 33: Timed business protocol for the on-line banking scenario

A conversation Error! Objects cannot be created from editing field codes. is recognized
by a timed business protocol Error! Objects cannot be created from editing field codes. if
there exists a path in the protocol starting at sy and such that for each step Error! Objects
cannot be created from editing field codes. in the conversation, the k™ step
(SkSk+1,SP ti,poly) in the path is such that Error! Objects cannot be created from editing
field codes., Error! Objects cannot be created from editing field codes. and if <> is —>
then poly is — else it is +. A conversation is total if the corresponding path ends in a final state.

5.2.2. Interaction traces

Given a conversation and two timed business protocols it is possible to determine whether the
conversation corresponds to sequence of messages recognized by the protocols. To achieve
this, introduce a notion of interaction trace as a conversation annotated with protocol states
and instance values:

Definition (Interaction trace): Given two timed business protocols Error! Objects cannot
be created from editing field codes. and Error! Objects cannot be created from editing
field codes., an interaction trace is a sequence of steps Error! Objects cannot be created
from editing field codes. where Error! Objects cannot be created from editing field
codes., m is a message, t is a timestamp and iv is an instance value.

Given a conversation and two business protocols, if the conversation is recognized by the first
protocol and if the opposite conversation is recognized by the second protocol, then an inter-
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action trace can be build as follows: for each step (my,tx,<>) of the conversation correspond-
ing to steps (slk,sl’k,splk,tilk,plolk) and (szk,sz’k,spzk,tizk,plozk) in the recognition path n the first
and second protocols, the corresponding step in the interaction trace is (s]k,sl’k, $2,87 K, My t,
Error! Objects cannot be created from editing field codes.,<>). Such an interaction trace is
called a correct interaction trace. A correct interaction trace is total if the conversation is total
for both protocols.

5.3. Compatibility and replaceability analysis

One issue when composing services is to determine whether each service interacting with an-
other one will respect its behaviour, not only in terms of message sequencing but also in terms
of the specification provided through data domains. This can be expressed as a notion of com-
patibility between the two services. This notion can be informally stated as: “Any message
sent by one service should be receivable by the other and there is no live or deadlock during
an interaction between those two services.” This can be formally stated in terms of interac-
tions traces between the protocols of the two services:

Definition (Compatibility in terms of interaction traces): For each correct interaction
trace IT= Error! Objects cannot be created from editing field codes. in the set of correct
interaction traces between two timed protocols Error! Objects cannot be created from edit-
ing field codes. and Error! Objects cannot be created from editing field codes.:

- For every transition (s1k+ 1,s]k+2,splk+ plikes,-) in T 1, for every t in tiy,, for every my.j,
if Error! Objects cannot be created from editing field codes. then there exists
S2k+2 such that IT.(slk+1,s1k+g,s2k+1,s2k+g,mk+1,tk+t, —) is a correct interaction trace
between the two protocols.

- For every transition (s2k+ 1,52k+g,sp2k+ Llixn,-) in T, for every tin tis, for every my-,,
if Error! Objects cannot be created from editing field codes. then there exists
S1k+2 such that IT.(s1k+1,slk+2,szk+1,S2k+2,mk+1,tk+t, <) is a correct interaction trace
between the two protocols.

- Each correct interaction trace between the two protocols is a prefix of a total inter-
action trace between the two protocols.

If the annotation function in the data domains only depends on the last message and if Error!
Objects cannot be created from editing field codes. is a lattice, the compatibility in terms
of interaction traces can be translated into a property on the protocols themselves. This first
requires to define a notion of product of two timed protocols:

Definition (Product of two business protocols): Let Error! Objects cannot be created
from editing field codes. and Error! Objects cannot be created from editing field codes.
be two timed business protocols. The product of those two protocols is a tuple Error! Objects
cannot be created from editing field codes. where T is the smallest set of transition of the
form (| (SI,SZ), (s ’J,S “),sp,ti, <) such that for every transition (SI,S ’I,Spl, til,polj) in T' and every
transition (ss 7 spltiipol’) in T, if pol'zpol’, sp'rsp’=L and '’ then
(s".5).(s" s 7),sp’ nsp’ i ti?, €3) € T, with «<»=— if poll= -, < otherwise.

The compatibility can then be expressed as a condition on the protocols and their product:
Definition (Compatibility in terms of timed business protocols): 7The timed protocols Er-

ror! Objects cannot be created from editing field codes. and Error! Objects cannot be

created from editing field codes. are compatible if there exists a relation R < SI1xS2 such
that:
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- (SI(),SZ()) eR.

- For every (s's°) € R, for every (s' s’ spti-) e T', there exists n transitions
(s°s° LSpiti,t) € T’ such that (sp,ti)<Error! Objects cannot be created from editing
field codes.(sp; ti) and for 1<j<n, (s 1 ) €R.

- For every (SI,SZ) € R, for every (SZ,S’z,sp,ti,-) e T’ . there exists n transitions
(s".s',spti,+) € T' such that (sp,ti)<Error! Objects cannot be created from editing
field codes.(sp; ti}) and for 1<j<n, (s{ i\ ?) eR.

- Every pair of states in R is co-accessible in the product of the two timed protocols.

Note that although this definition is close to the definition of bisimulation in constraint
automatons, the two notions are distinct as shown by the following example, in which the two
protocols are compatible but not bisimilar. One can remark that one does not simulate the
other one, even when reversing polarities:

SN splis) SN, spzie) P
. ; N .
\ / \ J | | 53
R Ry \ S
51 s2
sp3t+) I,
N ea
Protocal P1 N
51 512 53
ST spli+d T, s0Z (-) P
e — =
cpal+) = Protocal P2
b s
S

Figure 34: Example of compatible business protocols

A timed business protocol can either be the protocol of a service or a process, or it can be the
specification of a service to put at some point in a composition. It is then interesting to com-
pare two protocols w.r.t their compatibility with other protocols, in particular from the re-
placeability point of view. A timed business protocol can replace another one if it is compati-
ble at least with all the protocols the second one is compatible with. Then we say that the first
protocol subsumes the second one. The subsumption order between timed business protocols
is noted <p. If the annotation function in the data domains only depends on the last message
and if Error! Objects cannot be created from editing field codes. is a lattice, then the sub-
sumption can be determined directly on the protocols:

Definition (Timed business protocol subsumption): The protocol Error! Objects cannot
be created from editing field codes. subsumes the protocol Error! Objects cannot be
created from editing field codes. if there exists a relation R < S1xS2 such that:

- (SI(),SZ()) eR.

- For every (s's°) € R, for every (s' s spti-) € T', there exists n transitions
(s°s° Spjtiy-) € T° such that (sp,ti)<Error! Objects cannot be created from editing
field codes.(sp; ti) and for 1<j<n, (s 16 ) €R.
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- For every (SI,SZ) € R, for every (sz,s’z,sp,ti, +) e T’ , there exists n transitions
(s".s',spti,+) € T' such that (sp,ti)<Error! Objects cannot be created from editing
field codes.(sp; ti;) and for 1<j<n, (s{ »8”) €R.

- Every pair of states in R is co-accessible in the product of the first protocol with the
opposite of the second one.

6. Compliance-aware Business Process Design in Examples

In this section, we provide several examples illustrating how the Reo/CA framework can be
used for technical-level business process modeling and compliance enforcement by design.

6.1. Control Flow Constraints

Some regulations may impose control flow constraints by prescribing the order in which cer-
tain activities must be executed. For example, a foreign resident can open a bank account and
ask for a loan only after he/she has obtained a valid national security number. Such con-
straints are especially difficult to enforce in the distributed processes that involve several or-
ganizations that are not coordinated by a single partner.

The current version of BPMN does not provide good support for specifying dependencies in
concurrent flows. WS-BPEL instead can deal with them by means of /inks. A link is a di-
rected connection between a source activity and a target activity. After a source activity is ex-
ecuted, the link is set to true, allowing the target activity to start. For example, consider a
process P = CI,;(C2;C4|C3,;C5);C6 consisting of six compensatable activities C;=T;+~T;
(adopted from Bruni et al. [BMMO5]). In the normal flow, two pairs of tasks (7>, T,) and (73,
T’s) are initiated after the task 7; has completed, and executed concurrently. Now, assume that
there is an additional constraint, written as /ink(T3, T,), which states that the task 7, must be
executed after the task 75 has completed.

This constraint can be easily modeled with Reo using a FIFO1 and a synchronous drain chan-
nels connecting nodes 4 and B as shown in Figure 35. One more FIFO1 channel is needed to
keep the execution token returned by the connector C, while waiting for the completion of the
task 7 within the C; connector.

start end

Figure 35: Modeling concurrent flow dependencies in Reo

Using Reo flash animations or model checking tools we can assure that the constraint stating
that the data flow cannot be observed on port 4 before it has been observed in port B holds for
this process. Other important control flow properties such as eventuality (output is achieved
for any process run) or durability (no more than one output is reached for any process run)
can be verified as well.
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6.1.1. Transactional constraints

Transactional process behavior is essential for many business processes while often it is un-
clear how compensation for a failed transaction must be made. A number of formally
grounded approaches have been proposed to examine process transactional behavior both in
general settings and within SOA-related solutions [BLZ03, BF04, BHF05, BMMO05, ES08].
While proposing valid models for specifying transactional behavior, none of these languages
considers full-featured transaction management as a specific, although rather arduous, case of
business process modeling and web service coordination. Our approach addresses this prob-
lem in a unified manner.

For example, control links for synchronizing concurrent flows discussed above obscure the
desired compensation behavior in the case of process failure. We assume that such behavior
can vary in different scenarios and is subject to careful modeling. Figure 36 shows a Reo cir-
cuit for the process compensation after executing the activity 75 of the aforementioned
process. In this circuit, all activities are compensated for in the reverse order relative to the
normal flow. In particular, the compensation activity for the task 73 is activated after the
compensations for the tasks 7, and 75 have completed, while the compensation for the task 7>
can be activated independently from the task 7’5 but after the task 7, has been compensated

for.
start /
s
\
\
\
\

© cancelled

(commit all)

) 5

cancel

Figure 36: Compensation in the processes with control flow dependencies

Generally speaking, all transactional processes must be compliant to the requirement that
states that all involved activities are either successfully completed or successfully canceled
(known as atomicity). Whether this constraint holds for Reo process models and service
compositions can be checked with the help of Reo animation engine or the Vereofy model
checker. Specifically for our example, an BSTL constraint formula ensuring that for any
process run in the compensation mode there cannot be data flow observed on the port
“cancel” of the component C; before it has been observed on the port “cancelled” of the
component C, can be expressed as

V[(—Cy.cancelled)*]—~3(Cs.cancel)true.

Some other examples of structural business process analysis with Reo Coordination Tools can
be found in our recent publications [AKMO08, TVM+08].
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6.2. Resource Constraints

6.2.1. Separation of duties

One of the popular resource-aware constraints is a dual control or so-called four eyes princi-
ple [SS75]. It is applied, for example, in investment banking, to separate the duties of a trader
from the duties of an internal auditor. In the corresponding process model, it is important to
ensure that generally each bank clerk can play both roles, but he/she cannot play both roles in
a single instance of the process. Later the term Separation of Duties (SoD) was introduced for
referring to a principle of information protection and fraud prevention by limiting user access
to vulnerable data and/or operations. This category of compliance requirements is extensively
analyzed, e.g., in [GGF98, SLS06].

Standard BPMN notation provides poor support for specifying such constraints. This problem
is well-recognized and several extensions have been proposed to incorporate resource alloca-
tion patterns such as separation of duty, role-based allocation, case handling, or history-based
allocation in business processes. Figure 37 shows an example of BPMN diagrams with addi-
tional textual annotations expressing task authorization constraints in the form of

c = (T., n,my), with n,, my, € N,

where T, is a set of tasks, n, defines the minimal number of different users that have to allo-
cate a task # € T., while my, is defined as the threshold of task instances for any # € T, a user
u, is allowed to allocate [WSO07].

['n‘ (Ny, M)

Binding of Duty / \ Separation of Duty

{w(m) ’[’I‘ 2.1)

i[T1ﬂ—{T2]\i{[T1ﬂ—{T2Ji

Figure 37: BPMN diagrams augmented with task authorization constraints

Generally, to guarantee that SoD requirements hold in a certain process, runtime process
monitoring and rule-based event analysis are required. This issue is considered in WP5 of the
COMPAS project. However, the problem can be resolved also by enforcing a proper task al-
location policy at the design time. The above notation intuitively describes task assignment to
users, but it does not make clear how such an assignment is implemented. Moreover, in the
case of fully automated service-oriented systems, task allocation has to be performed auto-
matically. Using our approach, a designer can develop an exact model of a process compliant
to SoD requirements. For example, Figure 38 shows a Reo process model for the above sce-
nario: this circuit guarantees that tasks 7; and 75 in each process instance will be executed by
separate users modelled as data items given to ports 4 and B.
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Figure 38: Reo process model satisfying the SoD (four eyes principle) constraint

The compliance of an arbitrary Reo process model to the four yes principle can be established
using LTL formula for the model checker stating that a data item observed on each of the
ports, 4 or B, cannot be observed on both input ports of tasks 7; and 7>.

An example shown in Figure 39 further illustrates the usage of technical-level process model-
ing to guarantee compliance to SoD requirements by design. In this scenario, the constraint
says that two users have to participate in the execution of a process consisting of four sequen-
tial tasks. This constraint can be enforced in different ways. For instance, the first user can be
assigned to execute the first two tasks while the second user completes the process by execut-
ing the remaining two tasks. Although this task assignment algorithm is compliant to the ini-
tial SoD constraint, it is not efficient from the point of view of resource allocation in general.
Figure 40 shows an extract from the exact graphical model of this process, where each user
can execute at most three tasks from each process instance. This Reo circuit exploits a K-
counter Reo connector defined in Figure 8 to count tasks performed by each user. If three
tasks have been executed by one user, the corresponding token will be removed from the cir-
cuit, and, thus, this user will not be able to execute the remaining tasks. A designer can estab-
lish whether the process model behaves as intended with the help of the Reo animation engine
or the Vereofy model checker.

Figure 39: BPMN diagram augmented with operation SoD constraint
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