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Abstract

This deliverable presents the final version of the integrated prototype D2.6 (Compliance
Request Language Tools - CRLT). The initial version of the prototype was released in M23.
The deliverable describes how the CRLT prototype is integrated with the COMPAS
Architecture and presents briefly its main features, design and implementation details. In
resume, the CRLT supports the management of the compliance requirements stored in the
Compliance Requirements Repository (CRR) and the design-time compliance verification of
compliance targets.

1. Introduction

1.1. Purpose and scope

The major goal of work package 2 (WP2) is developing a language for user requests and
provider constraints, and a language of regulation compliance concerns, as examples of high-
level compliance languages based on the concepts from WP1. This mainly involves the design
of compliance language modules and supporting infrastructure.

Deliverable 2.1 (M6) presents an overview of the state-of-the-art in compliance languages,
particularly focusing on languages for regulatory and legislative provisions. Mandatory
features that should exist in a compliance language are also reported. One of the main
findings of this study is that the compliance requirements should be based on a formal
foundation of a logical language to pave the way for automatic reasoning techniques that
assist in verifying business process compliance particularly during design-time phase of the
business process lifecycle.

Deliverable 2.2 (M11) examines the languages that can be used as the basic building blocks
for a comprehensive Compliance Request Language (CRL) and reports a comparative
analysis between these candidate formalisms (also published in [ETH+10a] & [ETH+10b]).
For this deliverable [D2.2], we analyzed a wide range of compliance legislations and
frameworks and studied a variety of relevant works on the specification of compliance
requirements. We identified structural patterns of frequently recurring (compliance)
requirements imposed on the business processes.

Deliverable 2.3 (M18) presents a meta-model for the CRL and proposes extensions to address
the limitations identified in D2.2. The CRL integrates property specification patterns, Linear
Temporal Logic (LTL) formalism and higher-level compliance concepts for the specification
of business process compliance requirements for design-time. D2.3 also presents the main
features and architecture of a software environment for the CRL, which is further elaborated
by the successive deliverable D2.6.

Deliverable 2.6 (M23) presents the initial version of the prototype [M23] for the run-time
environment (Compliance Request Language Tools — CRLT) together with the Compliance
Requirements Repository (CRR), where data maintained by the CRLT resides.

Deliverable 2.4 (M30) presents the ‘Rule Modeller’ — the standalone component of the
CRLT- that allows the compliance expert to visually represent a particular compliance
constraint by using property specification patterns and business process constructs (operands),
and to automatically generate Linear Temporal Logic (LTL) formulas derived from these
pattern-based expressions.

File: D2.6-M35_ Implementation-of-an-integrated-prototype-handling-interactive-user-specified-compliance-
requests-in-a-compliance-language.doc Page 6 of 26
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This prototype deliverable D2.6 (M35) presents the final version of the integrated prototype
for CRLT'. The CRLT comprises components (including the Rule Modeller) that allows the
definition and management of the compliance requirements; handling of interactive user
specified compliance requests in a compliance language (design-time verification of the
compliance targets), and the design of visual representations of compliance requirements
using patterns for the automated generation of formal compliance rules.

1.2. Document overview

The remainder of this document is structured as follows: Section 2 describes the integration
between the CRLT and the other components of the COMPAS Architecture defined in
[DA.1]. Section 3 briefly describes the underlying conceptual model of the CRLT and
presents the main features of the CRLT components by going through their user interfaces.
Finally, section 4 presents the installation procedure of the components.

1.3. Definitions and glossary

The most important terminology concerning the COMPAS project is listed on the public
COMPAS Web-Site [D7.1] available at http://www.compas-ict.eu section terminology. This
helps to make the overall COMPAS approach more comprehensive for the general public.

1.4. Abbreviations and acronyms

CompRM Compliance Requirements Manager

CRL Compliance Request Language

CRLT Compliance Request Language Tool

CRR Compliance Requirements Repository
DCRM Design-time Compliance Request Manager
LTL Linear Temporal Logic

WP Work package

2. Integration within the COMPAS Architecture

Figure 1 depicts the COMPAS Architecture that provides relevant prototypes, tools, and
technologies, with the use cases provided by the industry partners in order to demonstrate the
pragmatic use of COMPAS contributions. The components enclosed in the figure represents
CRLT’s context together with the CRR.

CRR stores compliance requirements in various levels of abstraction and is integrated with
the ‘Model Repository’, where models including the definitions of compliance targets; such
as, business processes, business process activities, and web services, reside. The Model
Repository is also integrated with the ‘Process Fragments Repository’ (cf. [D4.4]).
Repositories can be accessed through a set of web services maintained by WP1.

! Compliance Request Language Tools (CRLT) web site: http://eriss.uvt.nl/compas/

File: D2.6-M35_ Implementation-of-an-integrated-prototype-handling-interactive-user-specified-compliance-
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CRLT is used to populate CRR with compliance requirements and related concepts (such as
compliance sources, risks, controls and rules®) in line with the COMPAS unified conceptual
model and to associate them with the compliance targets that reside in the Model Repository
(WP1). CRLT integrates with the CRR to retrieve necessary elements to build graphical
pattern-based expressions of controls and to forward back the formal compliance rules. For
design-time compliance verification, CRLT enables formulating compliance request by
integrating with MORSE and CRR to retrieve compliance targets that are subject to design-
time compliance verification (mainly end-to-end business processes) against selected
compliance requirements. In doing so, it also integrates with the Process Verification Tools
from WP3. It forwards the compliance target specifications and the formal compliance rules
to the Process Verification Tools and retrieves back the static verification results. The results
are analysed and presented to the end-user (business process expert) together with their root-
causes and stored for future reference. (A brief overview of the design-time compliance
management approach summarized here is presented in [ETH+10c]. The details of the overall
approach focusing on its integration with the process fragments are published as a joint paper
[STK+10])

3. CRLT Components — Overview

The internalization and definition of compliance requirements and relevant concepts,
establishing their internal and external relationships with business processes, and managing
the evolution of these requirements as a separate entity in a repository is one of the key
elements of business process compliance. CRLT in the COMPAS Architecture is developed
mainly to serve this purpose. CRLT has three main components:

o Compliance Requirements Manager (CompRM) is a web-based application that allows
compliance and business experts to define, store and manage compliance requirements
and relevant concepts (sources, risks, etc.) in the CRR.

e Rule Modeler is a standalone component of the CRLT that enables compliance experts to
visually create pattern-based representations of controls and transform these expressions
into compliance rules (as formally represented logical formulas).

e Design-time Compliance Request Manager (DCRM) is a web-based application for
formulating compliance requests at design-time phase of business process compliance for
verifying compliance targets (mainly business process specifications) against relevant
compliance requirements. It integrates with WP1 and WP3 prototypes and presents the
analysis of the verification results to the business and/or compliance experts to aid the
resolution in case of violations.

Figure 2 shows the main page of the CRLT web site that introduces the toolset and directs
users to its components.

2 . . . . .

Please refer to the terminology section on the public COMPAS Web-Site [D7.1] available at
http://www.compas-ict.eu for the definition of the terms (such as compliance target, compliance requirements,
compliance rules, compliance expert, business process owner, and etc.) used in this document.

File: D2.6-M35_ Implementation-of-an-integrated-prototype-handling-interactive-user-specified-compliance-
requests-in-a-compliance-language.doc Page 9 of 26
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aneo, .
y 2 CRLT - Compliance Reques: * '\‘;
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C®mpliance Request ?
CRl o= COVS 2

In today's business environment, organizations are required to cope with increasing number of compliance regulations, such as Sarbanes-Oxley, Basel I,
IFRS, HIPAA, elc., that oblige them to review their business processes and ensure that these processes are compliant to the requirements set forth. In a
broader perspective, compliance is ensuring adherence to a set of prescribed andlor agreed norms. These norms originate from various sources, including
laws and regulations, public and internal policies, standards, customer preferences, partiner agreements and jurisdictional provisions. In order to manage
compliance throughout all phases of business process lifecycle, it must be possible to define and subsequently integrate compliance specmm into business
processes and enterprise applications, and assure compliance starting from the process analysis and design phase. € Tools
(CRLT) serves this purpose.

CRLT allows storing and managing compliance requirements and relevant specifics at various abstraction levels in a Compliance Repository, and check
end-to-end business processes for compliance against the set of applicable constraints during design-time. CRLT (currently) has three main components:

Cwmce Define and organize your compliance specifics In the Compliance Requirements Repository
equiements Manager ~ (CRR)

C@-’T“i}';ill"i e Visually create pattern-based representations of compliance requirements and transform them
Rde Modeler into farmally specified compliance rules.

m Design-flne Campiunce Formulate compliance requests at design-time phase of business process lifecycle for verifying
Requesi Manoger end-lo-end business process specifications against compliance rules.

© Copyright 2010, Tilburg University, ERISS

Figure 2 CRLT Main Page

In below sections, first, we describe the underlying conceptual model on which the CRLT &
CRR is implemented. Then, we briefly describe the CRLT components listed above.

3.1. Conceptual Model (of the CRR)

The conceptual model of the compliance specifics (requirements, sources, risks, controls, etc.)
maintained in the CRR and managed through CRLT is based on the COMPAS unified
conceptual model’. Figure 3 presents these concepts and their relationships.

A Compliance requirement is a constraint or assertion that results from the interpretation of
the compliance sources, such as laws, regulations, policies, standards, contracts, etc. Failure
to meet these requirements increases the likelihood of a compliance risk to materialize, which
in turn might impair the organization’s business model, reputation and financial condition. To
mitigate these risks and ensure that compliance requirements are satisfied, the organization
defines controls. A control describes the restraining or directing influence to check, verify or
enforce rules to satisfy one or more compliance requirements. A Compliance rule is an
operative definition of a compliance requirement, which formally describes a control. A
Compliance target is a generic specification (such as a business process) representing the
‘object’ of compliance requirements. A user (compliance or business expert) can issue a
compliance request to check whether a set of compliance targets conforms to a set of

> COMPAS unified conceptual model is available at the COMPAS Web-Site [D7.1]: http:/www.compas-
ict.eu/terminology

File: D2.6-M35_ Implementation-of-an-integrated-prototype-handling-interactive-user-specified-compliance-
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applicable compliance requirements. The purpose of a compliance request is to identify if and
how a process can or should be changed to make it (more) compliant.

Compliance Compliance
Source Risk
1.° 0.
g.* 1.
Compliance |1~ Compliance
Requirement o Request
-
0.t 1.*
Compliance
Control
o [ I Target”
E * Entiies that reside i
1 ¢ ihe Moedel Reposiory)
o | | |
- . Husiness
Compliance Busmesi Process Web Service®
Rule Process -
Activity

Figure 3 Conceptual model of the CRR

Please refer to the previous version of this deliverable D2.6 [M23] for detailed descriptions of
relevant attributes of the concepts. The terminology section on the public COMPAS Web-Site
[D7.1] (available at http://www.compas-ict.eu/terminology) also provides the definitions and
examples of the concepts described here.

3.2. Compliance Requirements Manager (CompRM) Component

Organizations go through an internalization process, which mainly involves the analysis of
compliance sources (such as regulations, laws, standards, internal/external policies, etc.) and
assessment of risks to the achievement of the objectives and constraints mandated by these
sources to identify the controls to mitigate the risks. Compliance Requirements Manager
(CompRM) component of the CRLT allows business and compliance experts to manage these
requirements and relevant concepts in a structured way.

CompRM prototype component is implemented as a web application using PHP* as the main
scripting language. It can be reached through http://eriss.uvt.nl/compas’. Oracle database
(ver.91) is used for the CRR.

Figure 4 shows the main page of the CompRM component. Users can search compliance
requirements that are already defined in the repository or starts defining a requirement from
scratch by clicking ‘Define compliance Requirements’ link.

* http://www.php.net/

> The source code of the CRLT is packed in two accompanying files:
1-  Source code of the web site: D2.6 M35 Source-Code Web-Site.zip
2-  Setup files and the source code for the Rule Modeller: D2.6_M35_ Source-
Code Rule modeler v05 031210.rar

File: D2.6-M35_ Implementation-of-an-integrated-prototype-handling-interactive-user-specified-compliance-
requests-in-a-compliance-language.doc Page 11 of 26
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Figure 4 Main page of the CompRM

In the previous version of this prototype deliverable ([D2.6]-M23), we describe the
functionalities and the design of CRLT components in detail. In this deliverable we briefly
describe the main features by going through key user interfaces. The following paragraphs
summarise these features. Please refer to [D2.6]-M23 for the details regarding the

requirements and the internal design of the components.

3.2.1. Manage Compliance Requirements

CompRM component allows users to manage (define and maintain) compliance requirements

mainly through the interface presented in Figure 5.

ane -
| <5 COMPAS - Compliance Req

€ = C A (O eriss.uvtnl/prototype 27crid=42

Oy B Q13

Compliance Requirement (UIl-200)
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e

|Duties in processin Compliance Requirement: A constraint or
assertion that results from the interpretation
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EA loan request cannot be processed and approved by one person.
gHigh—risk loan request have to be approved by Western Bank A
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r—————— be the one who approves it.
50D, Segregation-wr com-mpproval, SOX 404, 150 27002

AT LU T
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Figure 5 User Interface for Managing Compliance Requirements
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In addition to the name and the description of the compliance requirements, relevant
keywords can be defined to facilitate searching the requirements defined in the CRR. The
main interface contains separate tabs to associate a compliance requirement with relevant
compliance sources, risks and controls. Each tab has a set of buttons to:

e Search and associate a concept (compliance source, risk and control) with the
requirement (through ‘Add Source/Risk/Control’ button)

e Create a concept and associate it with the requirement (through ‘Create New’ button)

e Edit an associated concept (through ‘Edit Selected’ button)

e Remove the association of the concept (through ‘Remove Selected’ button)

As shown in Figure 5, the user interfaces in CompRM (and in CRLT in general) are enhanced
with ‘help icons’ located close to key attributes, which provide brief information and remarks
regarding the concepts to guide the user in the definition process.

3.2.2. Search Compliance Requirements

In order to be able to locate certain requirements available in the CRR for maintenance and/or
reuse purposes, it should be possible to search in the repository through all concepts relevant
to the requirements. Figure 6 presents the interface for running a search in the CRR. The
search button (located at the upper-right corner of Figure 6) initiates the search through all
components (sources, controls, etc.) in the CRR as well as their attributes, and retrieves and
lists back the compliance requirements that are in relation to the keywords searched.

(o N N D s
COMPAS - Search Complian *

& 3> C A © eriss.uvt.nl/searchrequirements.php os% 8 u a

Search Compliance Requirements (UI-400)

Enter Keyword | Loan Processing Search

Compliance Requirements (2 records found) W

Duties in processing loans A loan request cannot be processed and approved by one person. High-  SOD, Segregation-of-Duties, Loan, Loan

Iﬂ shall be adequately risk loan request have to be approved by Western Bank management. Processing, Loan Approval, SOX 404, [SO
segregated [OK) 27002
— Only credit worthy customers Western Bank checks the credit worthiness of a customer before granting a Credit Worthiness Check, Loan Processing,
— receive aloan loan. (OK) Loan Granting, SOX 404
Open
Requi nts iated with C li Sources (0 records found) A
Requirements associated with Compliance Risks (0 records found) ~
Requirements associated with Controls (8 records found) ~
Requirements associated with Rules/Process Fragments (1 records found) A
Create C.Req. Create C.Source Create C.Risk Create Control

Figure 6 User Interface for Searching Compliance Requirements

Selecting a compliance requirement and clicking ‘Open’ will open the interface given in
Figure 5 with selected requirement’s information filled in.
3.2.3. Manage Compliance Source

CompRM tool enables compliance sources and their sections to be managed through the
interface displayed in Figure 7. Name and type attributes are mandatory for compliance
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sources. A compliance source can be: a regulation or legislation; a standard or code of
practice; a business contract or an agreement; or policies internal to the organization. A
section or a part of a source is created as a separate source and associated with its pattern
through browsing available sources in the CRR.

Compliance Source (UI-310) -0O0X

Source Name* : [50X Sec.404 @

Description/Content : Sarbanes-Oxley- Section 404: Management assessment of internal Compliance Source: A document that is the

controls 4 origin of compliance requirements. E.g.:
e - ~  |Sarbanes Oxley, HIPAA, Internal Policy, 150/
TyPe" ! [Regulation & Legislation [4] @ Reference: IEC 27002 - Sec.10.1.3.
I T
Date issued:
01-JAN-02 i
Parent Source: Sarbanes-Oxley Browse L
Cancel Ok Mandatory fields

Figure 7 User Interface for Managing Compliance Sources

3.2.4. Manage Compliance Risk

A compliance risks is the probability of occurrence of an event that might influence the
achievement of certain goals, which in turn might impair the organization’s business model,
reputation and/or financial condition. A risk is usually measured by a combination of impact
and probability of occurrence. Figure 8 presents the user interface for managing risks and
their attributes.

Compliance Risk (UI-330) -O%
Risk® : | Loan granted with inadeqguate level of assurance o
Description :
4
Prabability of Cccurence® 11 - Very Low —=] @ Impact* :[4- High —=} Q
Cancel Ok * Mandatory fields

Figure 8 User Interface for Managing Compliance Risks

Both attributes —probability of occurrence and impact- are selected among a scale from ‘very
low’ to ‘very high’.
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3.2.5. Manage Controls

Controls define how a compliance requirement is handled to ensure their effective
implementation. They are typically concrete and organization-specific. An example of a
control is presented in Figure 9.

Control and Rules (UI-340) -Ox

Control” (¢, ,stomer bank privilege verifications (by Credit Broker) are segregated from credit worthiness A

checks P

Description - [geqragation of duties between "verify bank privilege” (performed by Credit Broker) and "credit

|worthiness check.

Purpose” : f_-Pre\renli\re _3} L7
Category” : [ automated L% COSO Control Component &
Control Environment (CE) [
Compliance Target : (7] Risk Assessment (RA) [
Tan Proceseing Control Activities (CA) &
fad Information & Communication (IC) [
Monitoring (M) [

! RULES & Process Fragments | (7]
&
- -~
|
1 Check if activity VerifyBankingPriviege.Role(CreditBroker) : ; 2 | |
=~ "\erifyBankingPriviege® exists SegregatedFrom CheckCreditWorthiness F (VerifyBankingPrivilege) L. A A |
1 Check if activity VerifyBankingPriviege.Role(CreditBroker) 5 2 | |
) *CheckCreditWorthiness” exists  SegregatedFrom CheckCreditWorthiness | |CneckCreditWorthiness) LTL v v |
o Pchehsﬁk%ﬁmnﬂhinass' precedes \f’er'rfyBank'lngPrivﬂege.F{ﬂle[Qred'rtBr_ﬂker] G[!Ch&ckc_red'rt\_.'\u'prth'lness] w ] LTL A J :
activity VerifyBankingPrivilege” SegregatedFrom CheckCreditWorthiness  VerifyBankingPriviege. Role(CreditBroker)) |
M E'E"J gﬁﬁﬂmkmpm"&?ﬁ- VerifyBankingPrivilsge. Role(CreditBroker)  G(VerifyBankingPrivilsge Role(CreditBroker) - |1 J J |
s *CheckCreditWorthiness™ SegregatedFrom CheckCreditWorthiness > F(CheckCreditWorthiness) |
1 Check if activities are performed by  VerifyBankingPriviege. Role(CreditBroker)  Gi({VerifyBankingPriviege.Actor{Actor 1) -> LTL v v |
— different actors SegregatedFrom CheckCreditWorthiness  G{!(CheckCreditWorthiness Actor{Actor1)) |
1 Check if activities are assigned to VerifyBankingPriviege.Role(CreditBroker)  G{(VerifyBankingPriviege. Role(Role1) -> G{! LTL ¥ 7 |
— different roles SegregatedFrom CheckCreditWorthiness  (CheckCreditWorthiness. Role(Role1)) L
1 Process Fragment for Segragation  "Check Customer Bank Privilege™ A : Process | | | |
— of Duties in Loan Pro i grega rom "Check Credit Worthiness™ Segregate Oulies i Lomn Processing Fragment ¥ ¥ & X
Create New t
Gancel a5 * Mandatory fields

Figure 9 User Interface for Managing Controls

The purpose of a control can be preventive, aiming to detect violations before they occur; or
detective, involving after-the-fact reporting of the violations occurred. A control can be
automated so that it can be used for automated verification; or manual, which requires human
intervention in the form of inspections/audits for assessing compliance.

Controls can be relevant to certain control components. The abbreviations CE, RA, CA, IC
and MO on the user interface (in Figure 9) represent the Control Components that are defined
in COSO Internal Control Framework [COS094] as the components that should be in place to
achieve an effective internal control system. A control is relevant to one or more of the
following components of an internal control framework:

CE: Control Environment

RA: Risk Assessment

CA: Control Activities

IC: Information and Communication
MO: Monitoring

The relationship between a control and a compliance target is established through the
interface given in Figure 9. By pressing ‘Add’ button, the user is provided a list of
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compliance targets available in the model repository so that the control can be associated with
one or more of the compliance targets listed.

The tab located in the below part of the user interface lists the corresponding formal
compliance rules and process fragments that implement the control under consideration.
These rules are essentially generated through the Rule Modeller component (described in
Section 3.3) and transferred to CRR, from where they are retrieved by the CompRM and
listed in the user interface in Figure 9. However, through this user interface users are also
allowed to edit or remove the rules that have been generated by the Rule Modeller. New rules
can also be created manually and associated with the control through this interface. In the next
section we describe the user interface through which the new rules are created and edited.

3.2.6. Manage Compliance Rules

Compliance rules represent the operative definitions of controls, which also involve formal
specifications. Figure 10 shows the user interface for managing compliance rules. A
compliance rule has a (formal) rule statement or name attribute representing the rule
specification; a pattern-based representation from which it has been generated (please refer in
Section 3.3 for more details); a type attribute indicating the formalism or means used to
specify the rule (such as LTL, ESPER, process fragment, etc.); the scope attribute indicating
the phase at which the rule will be checked; and finally BP aspect type attribute signifying the
aspect or concern to which the rule belongs to.

As discussed in above section, although the compliance rules are principally generated
through the Rule Modeller component described in the next section, they can be edited
through the CompRM interface given in Figure 10.

Create Rule (UI-350) -Ox

Ridle S IName™: [ (v /erifyBankingPrivilege.Role(Role1) -> G({l{CheckCreditWorthiness. Role(Role1))

Pattern: [y/qrify BankingPrivilege. Role(CreditBroker) SegregatedFrom CheckCreditWorthiness bt

Description®: [chack if activities are assigned to different roles

Type™: [1n 39
Scope: & Business Process Aspect Type:* &
™ Design Time [ Control Flow
] Run Time ™ Resource

] Information

] Temporal

Cancel

Figure 10 User Interface for Managing Compliance Rules

3.3. Rule Modeller

In order to bring about automated assurance of business processes to compliance requirements
for the entire business process lifecycle, it is necessary to formalize those requirements that
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can be represented with a formal logical language. This enables compliance targets and their
executions to be verified, controlled and analysed against these rules.

Formal models of such requirements provide an accurate and unambiguous specification
facilitating a lifetime assurance of business process-based systems. Although the need for
formal models are clearly acknowledged by several studies, the pre-knowledge required for
their use and the complexity of the formalisms remained as significant obstacles for their
widely adoption by compliance and business experts. Using patterns is considered as a means
to support hiding the complexity of formalisms and facilitate their specifications. In D2.4
[M30] we introduced a set of patterns for defining abstract representations of controls and
based on these representations generating corresponding formal compliance rules that are
particularly applicable for design-time verification. Patterns are high-level abstractions of
frequently used logical formulas, which help non-technical users to represent desired
properties and constraints without going into the lower-level and complex details of the
underlying formal language. In addition to original patterns in [DAC98], we developed and
integrated a new breed of patterns to capture frequently recurring requirements particularly in
the compliance context.

We also developed a mapping scheme from patterns to a corresponding formal language
(LTL in our case) to facilitate the automated transformation of pattern-based representations
of controls into a set of logical formulas as compliance rules. The mapping also takes implicit
logical rules into consideration to facilitate the analysis of violations and to provide better
insight into their root-causes and remedies for their avoidance or recovery. The details
regarding the generation of implicit rules and the analysis of root-causes of violations are
described in detail in [ETH+10d].

Rule Modeller allows compliance experts to create graphical representations of the controls in
a drag-and-drop fashion using the patterns that are integrated into the application. By
implementing the mapping rules into the Rule Modeller, we also allow automated
transformation of these graphical expressions into compliance rules (as formally represented
logical formulas).

Pattern-based expressions of controls comprise not only patterns but also business process
elements (such as activities, roles, data objects, etc.) that reside in the repositories. For
example, the expression “CreateOrder LeadsTo ApproveOrder” has two operands (business
process activities in this case) connected via the LeadsTo pattern. In order to ease the
construction of the expressions, the Rule Modeller integrates with the repositories to retrieve
these specifics and lists them to the user for selection during the construction. For example,
the user has to select among the activities available in the repository to construct the sample
expression given above. Once the compliance rules are generated based on these expressions,
they are transferred to the CRR as compliance rules.

3.3.1. Implementation

Rule Modeller is developed as a standalone application in Microsoft Visual Studio®
development environment using C# programming language. It works on Windows

6 Microsoft Visual Studio 2008 with Visual Studio 2008 SDK supporting visual domain-specific languages,
http://msdn.microsoft.com/en-us/vstudio.
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environments’. Figure 11 presents a screenshot from the Rule Modeller displaying examples
of controls represented as graphical pattern-based expressions.
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Figure 11 Rule

expression elements

Modeller User Interface

On the left side of the interface the toolbox is positioned, which lists the primary elements
(constructs) that are used to build the pattern-based expressions. These elements include
patterns (basic and advanced), basic expression elements (such as activity, role, relationships,
etc.), scope elements, and Boolean operators. The main working field, where the visual
pattern-based expressions are constructed, is positioned in the centre of the interface. The
expressions are built by dragging-and-dropping necessary expression elements from the
toolbox onto the drawing canvas. The application controls the type and direction of the
relationships that can be established between each expression element and allows only valid
relationships based on a predefined meta-model.

7 . . . . . .
Current version of the software is tested successfully on Windows Vista and Windows 7 operating systems.
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Figure 11 shows three examples of controls constructed using the patterns provided on the
‘Toolbox’. Table 1 gives the descriptions of the control examples and the text-based
representations of the visual pattern-based expressions shown in Figure 11.

Table 1 Descriptions of the examples shown in Figure 11

ID Control Pattern-based Expression
(Text-based)
1 The activity ‘Customer bank privilege (CheckCustomerBankPrivilege.Role(CreditBroker)
check’ (performed by the Credit Broker) is | SegregatedFrom CheckCreditWorthiness.Role(Post
segregated from ‘credit worthiness check’ | Processing Clerk))

(performed by the Post Processing Clerk)

2 The branch office Manager checks whether | ((JudgeHighRiskLoan.Role (‘Manager’)) Exists) AND
risks are acceptable (Judge High Risk Loan) | ((SignOfficiallyLoanContract.Role (‘Manager’)) Exists)
and makes the final approval of the request
(Sign Officially Loan Contract).

3 If the loan request’s credit exceeds 1 million | Loan.Amount >= ‘1M’ LeadsTo

EURO the Clerk Supervisor checks the CheckCreditWorthiness.Role(Supervisor) XCTD
credit worthiness of the customer. The lack | CreateSuspenseFile CTD NotifyManager

of the supervisor check immediately creates
a suspense file. In case of failure of the
creation of a suspense file, the manager is
notified by the system.

Please refer to D2.4 [M30] for the details regarding the design and the main features of the
Rule Modeller, the proposed pattern system, and the mapping between these patterns and
LTL.

3.4. Design-time Compliance Request Manager (DCRM)

DCRM integrates with other components of the COMPAS Architecture to allow business
experts to formulate compliance requests to support the verification of the compliance targets
during design-time. A compliance request is issued to verify if a set of compliance targets
conforms to a set of applicable compliance requirements. The verification involves the static
checking of the compliance targets that reside in the Model Repository (WP1) against a set of
compliance requirements (that are stored in CRR) by using the process verification tools
implemented in WP3.

Figure 12 presents the user interface used to construct compliance requests. First, DCRM
retrieves the compliance targets (business processes in this context) that reside in the Model
Repository (through CRR) and lists them on the upper-left section of the interface. The user
starts with selecting the creating a request by selecting the compliance targets to be checked.
Based on the selection, DCRM automatically retrieves the compliance requirements
associated with selected targets and lists them on the below part of the interface. It also selects
the sources to which these listed requirements belong. The user can unselect a compliance
source to filter out the requirements that belong to that particular source.
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Figure 12 DCRM - Formulating Compliance Requests

Once the compliance targets and the requirements that constitute the request to be issued are
selected, the user can progress to verification by clicking the ‘Check’ button. At this stage, the
DCRM packs this request and forwards it to the Process Verification tools (WP3) by calling a
set of web services developed for that purpose. The compliance request that have been issued
together with their status can be tracked through the interface shown in Figure 13.
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Figure 13 DCRM - Viewing Compliance Requests

The status of the verification process can be updated by clicking ‘Update Status’ button (in
Figure 13). Once the verification process completes, the verification results are retrieved from
the Process Verification Tools (WP3) by calling back relevant web services and the status of
the request changes to ‘done’. The analysis results of the compliance requests that are fulfilled
(i.e., those requests having status ‘done’) can be presented to the user through the interface
given in Figure 14.

For each compliance target that has been checked, the DCRM gives the overall verification
result and lists the controls that have been checked and whether they were satisfied or
violated. Together with the controls, corresponding compliance requirements, risks and
sources are also presented.
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Figure 14 DCRM - Presenting Compliance Check Results

A compliance violation may occur due to a variety of reasons and it is of upmost importance
to provide the compliance expert intelligent feedback that reveals the root-causes of these
violations and aids their resolution. This feedback should contain a set of rationale explaining
the underlying reasons why the violation occurred and what strategies can be used as
remedies. The transformation of pattern-based expressions to compliance rules also implicit
rule into consideration to make it possible to check and report all possible causes of a
violation of a control. Figure 14 gives only an overview of the violations. Clicking on a
control in Figure 14 gives detailed information about the compliance rules that have been
checked and the remedies or avoidance strategies for those rules that have been violated.
Figure 15 depicts this case. The verification results displayed in the screens depicted above
are stored in the repository for future reference.
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Figure 15 DCRM - Presenting the Details of the Check Results

4. Installation of the Components

4.1. Web-based Components

Web-based components of the CRLT (CompRM and DCRM) are open to users and can be
accessed through ‘http://eriss.uvt.nl/compas’. The registration scheme for the site is currently
kept ‘inactive’. If the installations of the components are deemed necessary the source files of
these components supplementing this report can be deployed on any web server® with a ‘php’
processor module (that can be obtained through ‘http://www.php.net’). Please refer to the
documentation of the web-servers used for the details regarding the deployment of the files.

4.2. Rule Modeller Installation

This section presents a brief description of installation procedure of the Rule Modeller
standalone component of the CRLT.

Please refer to http://en.wikipedia.org/wiki/Web_server for the description and list of common web-servers.
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Software requirement:
- Windows Vista or Windows 7
- Microsoft Visual Studio 2008 (professional, premium or ultimate editions)
- Microsoft Visual Studio 2008 SDK (Software Development Kit)

Note that you should have administrator credentials in Windows Vista/7 to install the Rule
Modeller.

Installation and Starting Using:

To install Rule Modeller, click on Rule modeler.msi windows installation file located in the
main folder where you extracted the prototype. The wizard window shown in Figure 16
opens. Click on ‘Next’ button, and then follow the installation wizard.
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Figure 16 Rule Modeller installation wizard

After the installation completes successfully, you can use Rule Modeller as a Domain specific
language template, such that it acts as the base of your new project. To do this, open
Microsoft Visual Studio, and then click on ‘File’ menu = New -> Project. The ‘new project’
window shown in Figure 17 appears.
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Figure 17 Rule Modeller - New Project Window
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Click on ‘Other Project Types’ = ‘Extensibility” = ‘Domain-Specific Language Designer’.
Then in the Name and Location fields, choose a name and location where your new project is
stored. Click on ‘Ok’ button. The Domain-Specific Language Designer Wizard appears
(Figure 18). Click on ‘Rule Modeller’ in “Which template would you like to base your
domain-specific language on?”. Then choose a name for your domain-specific language.
Click on ‘Next’ button, and then follow the wizard.

When your new project opens, click on ‘transform all templates’ in the Solution Explorer
window, then press on F5 to debug your new project. The Microsoft Visual Studio-
Experimental Hive opens, where you can start building new compliance expressions and
automatically generate corresponding LTL formulas for verification.
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Figure 18 Rule Modeller - Domain-Specific Language Designer Wizard
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